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Abstract  
Corporate data breaches compromise the confidentiality of personal information and affect businesses on 
different levels. While there has grown a considerable body of IS literature focusing on the financial 
impact of corporate data breaches through the observation of the stock market, yet there is scarce 
evidence of the consequences of data breaches that go beyond monetary and financial losses. This study 
explores how corporate data breaches are reflected on news media channels. For this purpose and with a 
focus on publicly traded firms, a data sample of security breaches and the related news media publications 
have been extracted from the publicly available data source DataLossDB.org. To explore the news media 
reaction, a dictionary-based sentiment analysis approach based on General Inquirer has been applied. 
The generated results provide evidence of a significant negative news media sentiment following the 
disclosure of breach incidents. 
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Introduction 
The disruption of information security mechanisms and barriers might lead to massive network outages, 
system glitches, hacking attacks, denial-of-service, credit card fraud, data breaches and thus endanger the 
safety and integrity of valuable and sensitive corporate information (Adewale et al. 2013; Nicho and 
Advani 2012). In particular, data breaches are defined as the “unauthorized appropriation of acquisition 
of computerized or other electronic data, or any equipment or device storing such data, that compromises 
the security, confidentiality, or integrity of personal information” (Romanosky et al. 2011, p. 6). Recent 
reports on data breaches highlight the actual salience and seriousness on this matter, especially for the 
business sector. The number of breach incidents occurred in 2012 exceeded 2011 by 117.3%, thus denoting 
an increasing trend of data breach disclosures, with the highest percentage registered in the business 
sector (Risk Based Security and Open Security Foundation 2013). Furthermore, 40% of the largest 
publicly known data breach incidents took place in 2013 (Online Trust Alliance 2014).  
Technological advancements and the advent of Internet have made possible a rapid spread of information 
through the global news media channels. Customers, investors, external stakeholders and the general 
public acquire information related to firm specific events principally through news media channels 
(Carroll and McCombs 2003). The role of news media reporting as an information transmitting vehicle 
influences the judgments of stakeholders, customers and investors that flow into the reputation building 
process of the related firms (Fombrun and Shanley 1990). Data breach incidents occupy very often 
headlines of news media outlets such as newspapers (e.g. The New York Times), broadcasting channels 
(e.g. Bloomberg) and press agencies (e.g. Reuters).  
While there has grown a considerable body of IS literature focused on the financial impact of corporate 
data breaches through the observation of the stock market response (e.g. Campbell et al. 2003; Cavusoglu 
et al. 2004; Acquisti et al. 2006; Goel and Shawky 2009; Gordon et al. 2011), yet there is scarce evidence 
of the consequences of data breaches that go beyond monetary and financial losses. To fill this lack of 
knowledge, this paper moves toward an understanding of the implications of data breaches on news 
media by proposing a novel approach based on sentiment analysis. Sentiment analysis or opinion mining 
Information Systems Security, Assurance, and Privacy Track (SIGSEC) 
2 Twentieth Americas Conference on Information Systems, Savannah, 2014 
denotes the field of study dedicated to the computational analysis of opinions (Liu 2012, p. 7; Pang and 
Lee 2008).  
The remainder of the paper is structured in the following sections. The introductory section centers the 
research problem and motivates the relevance and originality of the study. The following section deals 
with a critical analysis of the current literature, establishes the research gaps and formulates the research 
hypotheses. The empirical design section describes both the sample selection process and the applied 
research methodology. The final section concludes with the interpretation of results in the light of existing 
literature and discusses both limitations and ideas for future research. 
Prior Literature and Hypotheses Development 
In a society driven by big data, firms store and make use of large quantities of customer data for business 
purposes (Acquisti et al. 2006). Information is essential to the daily activity of every operating business 
and is therefore an extremely valuable asset in every business context (Nicho and Advani 2012). Digital 
transformations, computing and technological developments have indirectly fostered the growth of a 
threat environment around information security (Yayla and Hu 2011). Data breach incidents result from 
the intentional or accidental disclosure of personally identifiable information (PII) such as social security 
numbers (SSN), financial information (credit card number, financial account number), medical and 
educational data (Romanosky et al. 2011). An extensive body of scholar research on security breaches has 
evidenced that these occurrences cause to the affected firms significant financial losses in terms of market 
value loss (e.g. Campbell et al. 2003; Goel and Shawky 2009; Gordon et al. 2011; Hovav and Arcy 2003; 
Yayla and Hu 2011). Results differ although according to the assumptions made on the specific incident 
characteristics. The next two paragraphs contain a summary of the salient findings emerged from the 
review of this literature stream.  
Hovav and Arcy (2003) utilized the event study approach to measure the economic cost of 23 Denial-of-
Service (DOS) security attacks occurred in the time period 1998-2002. Generally, the study does not 
provide statistical evidence of a negative stock market value following the attack announcement. Splitting 
the sample into two sub-samples, “Internet-specific” companies” and “non-Internet-specific” companies 
generated different results in the stock market reaction. “Internet-specific” companies” reported higher 
negative abnormal returns than the “non-Internet-specific” companies. Campbell et al. (2003) identified 
43 information security breaches affecting 38 publicly traded firms by scouring the content of five large 
national newspapers: Wall Street Journal, New York Times, Washington Post, Financial Times and USA 
Today. The main finding of the study indicates that information security breaches involving the loss or 
theft of confidential information cause a significant negative market value, while the opposite holds for 
security breaches not related to violations of confidentiality.   
Yayla and Hu (2011) have on the other hand demonstrated that a different market reaction arises also 
from the partitioning of the sample according to the business type. Based on a sample of 130 data 
breaches occurred between 1994 and 2006, emerged that e-commerce firms experience stronger negative 
effects compared to traditional bricks-and-mortar firms. Goel and Shawky (2009) collected data breaches 
affecting publicly traded US companies for a four-year period from 2004 to 2008 and measured the 
market value impact of data breaches based on the standard event study approach. From the study 
emerges that data breach announcements cause negative abnormal returns in days preceding and 
following the occurrence date. To measure the financial impact of data breaches, Gordon et al. (2011) have 
build and analyzed a sample of 121 breach incidents involving 85 companies. The incidents have been 
reported on the following highly visible news media channels: Financial Times, New York Times, USA 
Today, The Wall Street Journal and The Washington Post for the time period 1995 through 2007. 
Breaches of information availability recorded the most negative market value impact compared to the 
remaining categories: breaches of information confidentiality and breaches of information integrity.  
The consequences of data breach occurrences affect businesses on different levels. Firms having 
experienced data breach incidents deal with two types of post-event costs. Tangible costs are easily 
quantifiable in monetary terms and include for instance loss of productivity, material costs and 
notification of affected customer after the data breach (Cavusoglu et al. 2004). Furthermore, the failure of 
technology security barriers leads to consequences that exceed the mere economic aspects of data 
breaches (Andoh-Baidoo et al. 2010). These are defined as intangible costs and include loss of trust and 
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deterioration of the reputational status (Cavusoglu et al. 2004; Romanosky et al. 2011). Although 
estimating intangible costs is quite difficult, it remains still crucial for the firms in order to determine the 
overall loss incurred by the data breach (Cavusoglu et al. 2004).   
As emerges from the literature review, numerous academic articles have analyzed the financial 
consequences of data breaches by observing the stock market reaction of the affected firms. However I 
could not track previous articles that focus instead on the news media dimension of these events. 
Therefore, this study addresses this research gap by analyzing an unexplored facet of security breaches. In 
order to formulate the research hypotheses to be tested, I draw upon the existing literature on data breach 
incidents focused primarily on the financial implications of these events. 
This paper tests the hypotheses based on how data breach incidents are reflected on news media outlets 
and if breach features condition the results of this effect. Hence, the first research hypothesis tests if news 
media sentiment following the breach announcement is significantly negative. The following hypotheses 
are a refinement of the first one. They account for the data breach characteristics and test if news media 
react differently based on different incident features. The first research hypothesis is formulated as 
follows: 
Hypothesis one (H1): Data breaches are negatively reported on news media of national and 
international relevance. 
The announcement of data breaches brings the event to the public awareness and provides salient 
information on the incident characteristics such as the date of occurrence, organization’s name, venue and 
number of records stolen or lost. It is very often the case that the number of compromised records 
involving personally identifiable information (PII) such as social security numbers or e-mails addresses 
has not been publicly revealed. This information describes the magnitude of the event and is also 
necessary for the loss estimation suffered by the firms. In the financial literature there has been 
demonstrated that operational losses1 cause a different market reaction according to the information 
availability on the loss size. Investors show a behavior of overreaction when the information on the loss 
size of the operational losses has not been yet disclosed (Gillet et al. 2010). The lack of this information 
could lead to a different reaction of news media following the breach announcement. Hence, I hypothesize 
that news media reaction differs according to the knowledge on the loss size of each incident. This leads to 
the second research hypothesis: 
Hypothesis two (H2): News media sentiment differs if the number of records lost by the affected 
company has been publicly reported or not. 
The frequency of information security breaches in the past decades has grown in parallel to the advent of 
internet and the rapid technological changes. Based on data comprising the time period 1996-2006, Yayla 
and Hu (2011) have demonstrated that recently occurred security breaches cause a less negative impact on 
the firms’ market value rather than time distant events. I therefore hypothesize that the content of news 
media reports concerning recently occurred data breaches is different than time distant ones. Finally, the 
last hypothesis addressed in this paper deals with the temporal dimension of data breaches: 
Hypothesis three (H3): News media sentiment of less recent data breaches will be different than news 
media sentiment of recently occurred data breaches.  
Research Design and Data Collection 
Sample Selection 
The primary data set for the analysis comprises breach incidents extracted from DataLossdb.org, a 
research project run by Open Security Foundation (Open Security Foundation 2013). DataLossdb.org 
operates as a global open-source repository for the storage of data breach incidents occurred world-wide 
                                                             
1 Operational losses refer to operational risk, the latter defined as “the loss resulting from inadequate or 
failed internal processes, people and systems or from external events” (Basel Committee,2003a, p. 2). 
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in organizations and posted voluntarily by individuals (Adebayo 2012). To date, is deemed as one of the 
most extensive repositories for publicly reported security breaches data (Adebayo et al. 2012; Romanosky 
et al. 2013). In addition,  Open Security Foundation’s database has been utilized in the sample selection 
process in several studies regarding security breaches data (e.g. Adebayo et al. 2012; Maillart and Sornette 
2010; Romanosky et al. 2013). Each incident record stored in DataLossdb.org is accompanied by the 
following descriptive information:  incident ID, name of organization (s) involved, date of occurrence, 
number of lost/stolen ID’s, breach type, breach source, submitter, country where the breach took place 
and finally, links to online news and social media sources reporting and discussing about security 
breaches respectively (http://datalossdb.org/). The social media sources have not been considered since 
are not part of the focus of this paper. Figure 1 illustrates a data breach instance recorded in the database 
which involved the payment processing firm Heartland Payment Systems Inc. with a records loss of 
130,000,000 credit card numbers.  
 
Figure 1. Data Breach Example (Open Security Foundation' DataLossdb.org) 
The selection criteria upon which the analysis sample is based are ranked as follows: 
a) Breach incidents occurred worldwide in the time span 10 January 2000 through 16 November 2012. At 
this point the dataset has been controlled for the presence of incident duplicates which have been 
accordingly excluded. 
b) The companies affected by the information security breach must be listed on a stock exchange at the 
occurrence date. Incidents that affected privately held companies, governmental organizations, hospitals 
and universities have been accordingly removed.  
c) The breach incident has been reported on a national or international news media outlet. From the 
remaining number of data breaches after applying criteria a) and b) were excluded those incidents that 
were reported on local news media outlets. The reflection of breach incidents on news media of national 
and international relevance serves in this case as a proxy for the significance of the breach event 
(Campbell et al. 2003). Hence, from the original pool of news media html links provided by 
DataLossdb.org, were extracted only those traceable on national and international news2 media sources, 
classified in the following categories: newspapers (NP), broadcast media (BC), and press agencies (PA). 
The list of the selected news media sources is displayed in Table 1. 
                                                             
2 A comprehensive news media directory is retrievable at http://www.abyznewslinks.com. 
Media Source Media Type Media Source Media Type 
US (8) THE GUARDIAN NP 
ABC BC MIRROR NP 
BLOOMBERG BC REUTERS PA 
CNBC BC THE TELEGRAPH NP 
CNN BC THE SUN NP 
NBC BC IRELAND (2) 
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Table 1. Compiled List of National and International News Media Outlets 
(http://www.abyznewslinks.com) 
After applying the list of discrimination criteria the final sample consists of 64 data breach incidents 
occurred worldwide, covering the period 19 July 2000 through 7 November 2012 and comprises 76 news 
reports. The number of news media reports indicates that certain data breaches have been publicly 
reported on more than one news media source. Table 2 provides a summary of the sample selection 
process. 
Selection Criteria No. of Observations Left 
Data breaches listed in Open Security Foundation’ 
DataLossdb.org  occurred between 10.01.2000-16.11.2012 
3468 
Public companies only 740 
Breaches reported on national or international news media 
outlets only 
64 
Table 2. Sample Selection 
The news media web pages included in the final sample have been subsequently converted into text and 
have been manually checked for special characters which have been accordingly removed. The corrected 
files in text format are necessary for the sentiment analysis in order to measure the content tone of the 
news media articles.  
Content Analysis Procedure  
The overall content tone of the selected news media articles regarding the breach incidents has been 
quantified with the help of a classic quantitative tool for content analysis, the General Inquirer (GI) (Stone 
et al. 1966). The software is well-known and its application has been widely considered and implemented 
for scientific research (e.g. Hu et al. 2012; Hu et al. 2013; Tetlock 2007; Tetlock et al. 2008; Turney and 
Littman 2003). The word lexicon of General Inquirer (GI) is based on the Harvard –IV-4 psychosocial 
dictionary (Tetlock 2007). After running the 76 texts, only the columns corresponding to negative and 
positive word frequencies were filtered from the General Inquirer’s output.  In order to quantify the news 
media tone, I made use of a popular measure defined as sentiment polarity (Tetlock et al. 2008, p. 1442; 
Zhang and Skiena 2010, p. 376): 
                   
     
     
 
where,     stands for the total number of words with positive semantic orientations,     stands for the 
total number of words with negative semantic orientations and   stands for the total number of words, 
THE NEW YORK 
TIMES 
NP IRISH INDEPENDENT NP 
THE WALL STREET 
JOURNAL 
NP THE IRISH TIMES NP 
THE WASHINGTON 
POST 
NP AUSTRALIA (2) 
CANADA (1) THE AUSTRALIAN NP 
CBC BC 
THE SYDNEY 
MORNING HERALD 
NP 
UK (6) NEW ZEALAND (1) 
BBC BC 
THE NEW ZEALAND   
HERALD 
NP 
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with positive or negative connotation, as defined from the General Inquirer’s lexicon. Henceforth, 
sentiment polarity of security breach incidents is the variable for the empirical testing.  
Empirical Results  
This section presents the results generated from the inferential analysis on the breach incidents dataset.  
To address the first hypothesis, H1: ”Data breaches are negatively reported on news media of national 
and international relevance”, an unilateral t-test on the full sample has been carried out with     : 
 (polarity)  0 and alternative hypothesis    :  (polarity)  0. Since the sample size exceeds 30 
observations, the parametric procedure is in this case applicable, for the sampling distribution tends to be 
normally distributed (Field 2009, p. 134).  Test results are depicted in Table 3. 
Table 3. t-test Result on the Full Sample 
The central tendency measure of sentiment polarity (mean = -0.089) indicates that there is a negative 
impact of data breaches on news media. Furthermore, t-statistic (t-value = -2.662) evidences that this 
negative impact is highly significant and precisely at the 99% confidence level. Considering the test 
results, I can state that the first postulated hypothesis has been confirmed. I therefore draw the 
conclusion that the data breaches occurrence is significantly adversely narrated on the national and 
international news media panel.  
To test H2: ”News media sentiment differs if the number of records lost by the affected company has 
been publicly reported or not”, I discriminated for the loss size factor by splitting the full sample into two 
sub-samples: records lost known and records lost unknown respectively. Since the normality assumption 
requirement necessary for the application of  the parametric approach has not been fulfilled (based on 
histograms inspection and the normality tests Shapiro–Wilk and Kolmogorov-Smirnov), I adopted an 
assumption free approach by conducting the Mann-Whitney U test (Field 2009, p. 542). The test outcome 
is displayed in Table 4. Median values clearly differ between the two groups (median = -0.115, median = 
0.114), meaning that there is a difference in news media sentiment between the two sub-samples. In 
addition, the test statistic Z-score = -1.908 and the p-value=0.0563 provide empirical support with a 90% 
level of confidence that data breaches with known information on the loss magnitude are reported 
differently than breaches with no information on the loss size.  
Table 4. Result of Mann-Whitney U Test on Two Independent Samples (two-tailed test) 
In the next stage of the analysis, H3: “News media sentiment of less recent data breaches will be 
different than news media sentiment of recently occurred data breaches” has been tested, i.e. the 
statistical difference between recent and less recent security incidents. For this purpose, the full sample 
has been partitioned into two sub-samples: breaches occurred between 2000 and 2007, and breach 
events occurred between 2008 and 2012. Due to the violation of the normality assumption, the difference 
was tested by conducting a Mann-Whitney U test. The test results are displayed in Table 5. 
 Sentiment polarity 
No. of Obs. Mean Std. dev N 
Data breaches -0.089 0.267 64 
t-statistic -2.662 p-value 0.00493*** 
*** indicates statistical significance at the 1% significance level (one-tailed test) 
                Sentiment polarity 
No. of records lost Median Mean rank N  
Known -0.115 30.15 50  
Unknown 0.114 40.89 14  
Mann-Whitney U Z-score p-value   
232.5 -1.908 0.0563*   
* indicates statistical significance at the 10% significance level 
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Table 5. Result of Mann-Whitney U Test on Two Independent Samples (two-tailed test) 
The emerged results provide no statistical support for the postulated research hypothesis.  Median values 
indicate a slight difference between the two groups (median = -0.025, median = -0.104) but not sufficient 
to provide statistical significance. Additionally, the statistic Z-score = 0.0853 and a p-value close to one 
(p-value=0.9358) further confirm that data breaches verified in recent years are not reported differently 
than less recent events.  
Discussion and Conclusions 
Events such as data breach incidents and their repercussions on the business sphere of the affected firms 
have become a top priority for the corporate management. These occurrences bear financial, monetary 
and non-monetary consequences for the affected firms. This paper deals with the quantification of the 
impact of data breaches on major news media of national and international relevance. The empirical 
testing generated quite interesting results. As hypothesized, news media penalizes the phenomenon of 
data breaches, thus exposing the affected companies negatively to the public attention. When 
discriminating for the knowledge on the number of records lost, news media attributes a different tone to 
the groups of breaches with known and unknown loss magnitude. Finally, contrary to what hypothesized, 
statistical results do not confirm the third research hypothesis based on the temporal dimension of data 
breach events. Unlike the results emerged from the literature focused on the market reaction of data 
breaches, there is no significant difference between news media sentiment of the recently occurred events 
and less recent events. Interestingly, the opposite result has been demonstrated with regard to the market 
value change consequent to the breach incident. Data breaches occurred in recent years, oppositely to 
what  hypothesized, have evidenced less negative impact on the stock prices than those verified in more 
distant years (Yayla and Hu 2011, p. 74). An explanation behind this finding could derive from the size of 
the analysis sample. As indicated in Table 5, the number of observations in the two sub-samples is 
unevenly distributed. Statistical tests generate robust results when applied on large samples, thus 
influencing the test outcome if applied for testing differences between smaller subsamples.  
Study Limitations and Contributions for Future Research 
Although this study provides with new insights on the dynamics of IT security incidents from a novel 
perspective, it is not exonerated from limitations. The sample for the final analysis stems from an open-
source database, Open Security Foundation’s DataLossdb.org. Hence, I cannot control for the possibility 
that the information could have been subject to modifications after the data collection process has been 
terminated.  
This study represents an endeavor to analyze the phenomena of security breaches from a new perspective, 
i.e. by shifting the focus from the stock price reaction of data breach incidents to the news media reaction. 
Hence, this study extends in first place the academic research on the implications of data breaches by 
introducing an alternative approach to the classical event study approach.  In doing so, this work provides 
preliminary results on the effects of IT security failures beyond the monetary and financial aspects and 
focuses instead on intangible effects. As part of future agenda, it is planned to extend this work and set the 
research focus on the detection and measurement of probable changes on news sentiment in order to 
measure variations on the reputational status of the affected firms from the announced incidents. 
Accordingly, I collect news reports of data breaches published prior and after the public announcement of 
         Sentiment polarity 
Time effect Median Mean rank N  
Less recent (2000-2007) -0.025 32.84 16  
Recent (2008-2012) -0.104 32.38 48  
Mann-Whitney U Z-score p-value   
389.5 0.0853 0.9358   
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the security incidents from a pre-defined pool of news media outlets and measure therefore the 
differences on news media sentiment. In doing so, the detection of probable changes on news media 
sentiment is interpreted as a change of the reputational status of the firms involved in the breach incident. 
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